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SFTQui ck Launch Checkl i st

Users can set up a Secure File Transfer Protocol (SFTP) account with these simple steps:

W Note: The user must make a bid into the market with requested
:@: Scheduling Coordinator (SC) IDs before requesting an SFTP
= account.

1. Download required client software.

2. Create SSH public and private key pair.

3. Complete the ISO SFTP Application Access Request Form.

For more help with the SFTP AAREF, refer to the AARF Request Form Reference Guide.

4. Send SFETP AARF and the SSH public key to the ISO using the instructions in the SFTP
AARF.

5, Log in to timka&avel SO's SFTP

-\QI- Note: The |1 SO's SFTP server uses SS

1
“ = & than password authentication.

6. Transfer files or receive transferred files.
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1 Il ntroduction

The 1SO maintains a network protocol called Secure File Transfer Protocol (SFTP) to provide
secure file transfers to its users. The main use oft h e |ISETP'isgo transfer MRI-S financial
statements. Itis also used to transfer other sensitive files to and from the 1SO.

2 Purpose

The purpose of this document is to provide instructions for users who need to establish a
connection with the | SO s 9MRFFfina@at staieroemts orathenr der t
files.

3 Prerequisites

Before attempting to connect to the ISO SFTP server from a secured corporate network, a user
may need to work with the organization’ s n e dr securitkadministrators to configure a firewall
for access. The firewall may require a rule or policy based on an IP address rather than on a
name. The user will need the following connectivity information:

Connectivity:

SFTP Production Hostname:
sfts.caiso.com (port 22)

The u s e firewall must permit the following IP addresses for (Transmission Control Protocol)
TCP port 22:

12.200.60.146
12.231.58.146

SFTP Market Simulation Hostname:
sfts-ms.caiso.com (port 22)

The u s e firéwall must permit the following IP addresses for TCP port 22:
12.200.60.169

The diagram below shows the IP addresses associated with ISO SFTP services.
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4 RequesdannFTP Account

Users must request an SFTP account to securely transfer files with the ISO. To do so, users

must have:

1. Made a bid in the market using the SCID.
2. Completed an SETP Application Access Request Form (AARF).

& California ISO
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PL,
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Guide

Scheduling Coordinator  Utility Distribution
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Storage
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Featured documents

fj Daylight Saving Time Long Day Information|

T8 System Access Information for Market Parl

f5) System Access Information for Market Par}

ﬁ Application Access Request Form Referen
Instructions on which request form to use.a

(©) Digital certificates el
Digital cerificates and instruction

% Application access request forms [

lear arrace administrator ciudas

&) Device Certificate Reques t Form 11/23/2015 08:
E] OMAR FTP Application Access Request Form

3. Create a SSH public and private key pair.

4. Send the SETP AARF and the public key to the ISO using the instructions in the

SETP AARF.

5 SFTP Provisioning
5.1 SSH Authentication

Aut hentication to the | SO's

without needing to hardcode a password in a script or program.

5.2 Client-Server Model

'@: Note: Keys are not needed if an account already exists.

SFTP server occurs
keys called a secure shell (SSH) key pair. This method, more secure than standard
username/password authentication, is called SSH key-based authentication. One key in the pair
is public and the other key is private. The public key can be freely shared. The private key
should never be shared. A security action performed by one key in the pair can be verified only
by the other key in the pair. Proof of identity is one such action. In this way, the ISO can validate
auser s itydassartion usingtheuser' s publ i ¢ \Jerengedingithe privatetkey.eOne
distinct advantage of SSH key-based authentication is that the user can automate file transfers

SSH authentication uses a client-server model. Using a pre-e st abl i shed net work
and port), ons.hThke ser ver
client (SFTP user) initiates the connection then verifies that the server is known to it by
acknowledging the public SSH key that the SFTP server presents. The client then presents its
own credentials by performing an operation that demonstrates proof of control of the private key,
but does not require presenting the private key itself, which would defeat the security entirely.

combination of host addr ess
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The server validates these credentials — that is, verifies the client operation — by using the user’ s
public key to perform the inverse operation. Cryptographic proof is assured by use of SSH keys
with adequate bit strength.

5.3 Key Strength

The strength of a key is measured in bits. The higher the bits, the more resistant a key is to attack.

With bit strength, however, there is such a thing as too strong (too many bits), which can lead to
performance problems in some computing environments and which provides more security than

risk warrants. Advances in computer power sometimes lead to deprecation of certain levels of bit

strength that become computationally feasible to defeat in a relatively short period of time. Key

bit strength is expressed in increments of powers of two and often in increments of 210 (1024).

Bit strength of 1024 does not provide sufficient securityagai nst today’' s power f ul
The ISO will not accept a 1024-bit public SSH key. Current required bit strength for ISO SSH key

pairs is 2048.

5.4 Public and Private Keys

Each key in the SSH key pair is a text thread with special meaning. The keys are mathematically
linked such that one key cannot be derived from the other key and only one key can decrypt a
message encrypted with the other key. The striking characteristic of the key pair is that one of
the keys can be freely distributed publicly without compromising the other key that remains
private.

6 SFTP Setup Procedure
6.1 Required Client Software

All required software is available at no cost and with high quality standards. There are different
software tools and methods for different computer operating systems (Windows, Mac OS X, and
UNIX/Linux). The ISO does not endorse any particular tool or method. The ISO does, however,
have experience with what users seem to prefer and find easier to use, and the following
instructions reflect that experience. In some cases, downloading tools from the internet is
necessary. The ISO cannot assume responsibility for software its users choose to download in
order to cona%tRsertice. Whanalownl&®@ing software from the internet, always
follow good security practices, such as the following:

1. Use software or a service that blocks internet sites commonly acknowledged to be
disreputable.
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2. Use software or a service that checks each download for malware and quarantines or
discards downloads infected by malware.

3. Verify the integrity of a downloaded file. The SFTP protocol has built-in integrity checks.
Optionally, users might also prefer to apply a standard method of comparing a hash of the
file to a hash value posted by the software a publisher has posted.’

6.2 User Tasks

In order to accomplish authentication using SSH keys, the user must perform these tasks:

Create an SSH key pair.

2. Send the SFTP AARF and the public key to the ISO using the instructions in the SFTP
AARF.
Install the SFTP client software.
Configure an SSH authentication agent to the private SSHkeytoc onnect t o t
SFTP server.

The user therefore needs:

1. Atool to create an SSH key pair.
2. SFTP client software.

-@’e Note: The user MUST make a bid into the market before performing
& authentication tasks.

6.2.1 Download Tools to Create an SSH Key Pair

Downloading Tools with Windows
For Windows users, an excellent choice for transferring files is the free WinSCP_software.
WiInSCP includes the PUTTY tools required for creating SSH keys.

Download the latest version of WinSCP from here:
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https://winscp.net/eng/download.php

WiInSCP guides, including download and installation guides, as of the latest version of this
documentation, are:

https://winscp.net/eng/docs/quides

Detailed WinSCP installation instructions are available here:

https://winscp.net/eng/docs/installation

Downloading Tools with Mac

Mac and Linux/UNIX users have a built-in command-line tool called ssh-keygen for creating an
SSH key pair in one step. The basic command to create an SSH key pair of type RSA and length
2048 is:

ssh-keygen -t rsa -b 2048

Users will be prompted to name the key and optionally provide a passphrase. In this example,
the process results in a public key MyPrivateKey.key.pub and a private key MyPrivateKey .key.
Users should create a key pair. Keep the private key and send the public key to the 1SO using
the instructions in the SFTP AARF.

[~15 ssh-kevgen -t rsa -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key (/home/me/.ssh/id rsa): MyPrivateKey.key

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

[Your identification has been saved in MyPrivateKey.key

Your public key has been saved in MyPrivateKey.key.pub

The key Iingerprint is:

SHAZS56:hfZqlxgklDl10nRT4,/ mOEWQQoZafTARQCSSFm3HS5EREW

The key's randomart image is:

4+-——[RSA 2048]---——+

| ++=*XE*=00 |

|lo*o++0. . +. |

| =.*..40 .

* o .40 |

+ .5o. |
I
I
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6.2.2 Create an SSHKey Pair Using the PuUTTY Key Generator

To create a public and private SSH key pair using the PUTTY key generator tools, follow these
steps, which assume use of PUTTY tools using the WinSCP graphical user interface:

1. Start WinWCP.
2. Click Tools | me =
3. Select Run PuTTYgen.

B Login =] o ==
|;_.{1" Mew Site Session
File protocol:
Host name: Port number:
222
User name: Password:
Save |v Advanced... |v
Tools - Manage - Login Close I [ Help
— Import Sites...
Import/Restore Configuration...
Export/Backup Configuration...
Clean Up...
| Run Pageant
Run PuTTYgen
Check for Updates
— Preferences...
About...

4. Select SSH-2 RSA for the key type.
5. Enter 2048 for the number of bits in the key.

6. Select Generate to generate a public/private key pair.

Owner: 1SO Information Security Program Management Office
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E PuTTY Key Generator 7 |l &
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the genersted key Save public key Save private ke
Parameters
Type of key to generate:
(71 SSH-1 (RSA) @ S5H-2 RSA (") 55H-2 DSA
MNumber of bits in a generated key: 2048

7. Click Generate.

8. Randomly move the mouse pointer over the blank area in the key field. Randomness is an
important cryptographic concept. Sufficient randomness, also known as entropy, assures
creation of non-reproducible keys. When the PuTTY Key Generator determines that mouse
input is sufficiently random, it will generate a key pair and display the result.
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? PuTTY Key Generator |E”E|
File Key Conversions Help
Key

Public: key for pasting into Open55H authorzed_keys file:

ssh=a -
AAAABINzaC lycZEAAAABIQAAACEAmypmQ0jGszAbdoHt 14051 Huo Fopoudyli+ac |T.= |
DSHzuak EHIgMCg TwCyf MOy AimXGiaUke SO PNFHIcmIGr TS 50as |l
+0BHbdbE TulkeZ DecfimJ27gbck DjOP) 30 7Tag LTy6Q 75X 5 80e Hig l2wu KLID U Od BV

c/Ly3MJ7)5a0nh 34ta L2 U 3+tbl Xz TOF 74, YgW45rr -
Key fingerprint : sshsa 2048 c3:87.71.80:959:61.d1:80:26:4a:5c 58:8eb0: 14:ch
Key comment: rza+cey-20160901

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key ] l Save private key ]
Farameters

Type of key to generate:

() 55H-1(RS&) @ 55H-2 RSA (71 S5H-2 DSA

Mumber of bits in 3 generated key: 2043

9. Click Save public key. Save the publickeywi t h a xtensipnu b ” e

10. Give the resulting public key text file a meaningful name. This text file will contain plain but
not human-readable text.

11. Keep the private key and send the public key to the ISO using the instructions in the SETP
AARF.
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Bl TextPad - C:\Temp'public-key.bat (== =]

NEHEERE LBRB o =R AT T TR e —

! File Edit Search View Tools Macros Configure Window Help

public-key.bd =

-——— BEGIN S5SH2 PUBLIC KEY ———- =
Comment: "rsa-key-201e0301" i
ARAARINzaClycZERRRARJOQRAROFEAMnyrpmC)GezR6doHt 1ACS1HuoFopocudyO+a
cDSHzuakEHIgMCoTwyvEMOy T imXGiaUBe 50 YsPNFHIoml GrTS50as+QBHEdBETuD

RZD2cfimd2 TgbckDjOP] 3g7gglTy6Q75VES580eH1g02 vuKLIJDUOdE8 Ve LySMITJ
SaQnh94tal,/2U3+1cblXzTQif74/YgW45rXy+3iboWS0ECOvEPSF4QTLufDNFETA

DHbmn 3ApTIDeXoHA I EqVRE ZzWYgreveTTVINC119dYM7 twrcELIVy /U2 gb SugsSv+
ORzQNyL7=iEsnlrWbcRNSGsjl4a7UPnEFdeYc84grNpmkRiS0w==

-——— END 55H2 PUBLIC EEY —--—-—-

J 4 F

= 3=

For Help, press F1

-@’- Note: Send the public key to the ISO via the instructions in the SETP
4 - & AARF. Do NOT send the private key.

10. Before saving the private key, type a Key passphrase. In general, it is important to apply a
strong key passphrase in order to encrypt the private key and to protect it for private use.
There are, however, some scenarios in which saving the private key without encryption (that
is, without a passphrase) is legitimate. One of those scenarios is use of the private key to
automate file transfers by means of an unattended script or program. In a case where the
private key is not protected by a passphrase, it is very important that the computer on which
the private key is installed is protected from intrusion by unauthorized users.

11. If applying a passphrase to the private key in order to encrypt it, re-type the key passphrase
to Confirm passphrase.

12. Click Save private key to save the private SSH key in the PuUTTY format. If not applying a
passphrase to the private key, click Yes at the following PuTTYgen warning.
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@ PuTTY Key Generator L ® &=
File Key Conversions Help
Ky
Public key for pasting into OpenS5H authaorzed_keys file:
gshsa AAAABINzZaC IycZEAAAABIG AAAG EANGC Rskeeu Bm AwOs RY K Add -
+XJGwESx25LnIrhk RIBG Vv Bv SN TEEJKpE A YbN4RoGH =
+YkgadGgbOVi74uHCTZ0D L 2P Rufl AdgkigLolCmp SYb Umd AB 364 ZRZuADdHS4Z | =
REn6hW3zF43BHgvIWitnFQHgRr7loPOBAvE LRoS4IRbgSWN
+ L0 Lz A 2CePPpSu1PM/mkVZVGen SboW 2BIz0350p L SIg14eCgR -
Key fingerprirt| PuTTYgen Warning X 17975
Key comment |
Key passphrad \ Are you sure you want to save this key
l % without a passphrase to protect it?
Confirm passp
Actions
Generate a py [ M= l ’ ha ] erate
Load an existing private key file I Load ]
Save the generated key [ Save public key ] [ Save private key ]
Parameters
Type of key to generate:
(71 S5H-1 (RSA) @ 55H-2 RSA (71 55H-2 DSA
Mumber of bits in a generated key: 2048
Savingthe privatek ey i n PuTTY' s format i s r eqalidnagen f

called pageant.exe. PuTTY uses a ppk extension (PuTTY Private Key).

The PUTTY format has additional security and convenience:

A It contains the public key so that PUTTY can send the public key to the server

~automatically.
A The key is made tamperproof by means of a message authentication code (MAC).
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B? PUTTY Key Generator 7| =
File Key Conversions Help
Key
Public key for pasting into OpenS5H authorized_keys file:
ssh1sa -
AAAABINzAC Tyc2EAAAABICAAAC EAlmyrpmQ0jGsz ARdo Ht 14051 Huo Fopoudyl+ac |;|
D5Hzuak EHIgMCg TwQyf MGy fimXGia UKe 50 YsPNFHIcmIGrTS50as =
+J BHbdb ETulZ DscfimJ 2 7abck Di0 Pi3g 7agl TyBa 75VX S 80eHIgD2vu KLIDU O BVW
c/LySMJTISatnh9dtal /21 3+tbl Xz TOI 74. g W45rxy -
Key fingemprirt: sshrsa 2048 c3:87:71:80:99:61:d1:80:26:4a:5c:58:ae:b: 14:c5
Key comment: rea+ey-20160501
Key passphrase: Ly
Corfirm passphrase: esessssssssssssssssnsns
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key ] [ Save private key ]
Parameters
Type of key to generate:
(71 55H-1 (RSA) (@ 55H-2 RSA (7) 55H-2 DSA
Mumber of bits in a generated key: 2048
Again the expected result is plain but not-human-readable text.
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@’ TextPad - C:\Temp'private-key.ppk |E”E”El

§| & O |@ e A1 ; Find incrementally ;

File Edit Search View Tools Macros Configure Window Help

private-key.ppk

PuTTY-User-EKey-File-2: ssh-rsa I=|
Encryption: aes256-cbc —
Comment: rsa-key-20160301

Public-Line=: &

AAAARINzaClyc2EARARRIQRAROEAnyrpmp0jGszR6doHE IACS1HuoFopocudyO+a
cDSHzuakEHIgMCogTwQy MOy T imXGiaUKeSQYsPNFH1eml GrT550as+QEHBAbETR0
xZDscfiml2 TgbekDiOP] 3gT7ggLTy60 T 5VES 80eH1 g0 2vuKLIDUOdEVHe/ Ly aMI 7T
S5aQnn94tal/2U3+1tblXzTQif74/YgW45rXy+3iboWS0ECOvERPSF4QTLufDNFErA
DHbmnj 3ApTIDeXoHASEqVEEZWYQr6yveTTVLNC119dYMTtwrcELIVyY/U2gbSugsv+
ORzQHyLT7siEsnlrWbcRNSGs] 14a7UPmEFdeYc84gripmkRi S0w==
Private-Lines: 14

KlsldzwZXE3bIi09cVEsSIFZEsCpRQIjbyvp0YCrJEEY10P1l jdor4CwHVIYVSWEAVE
ZfL1ujSgwibDzeD0zBneKxagigrkEbChbS,/bX¥QilesfEA1 yDrYeMdcWOTVv1JaPw
EVdOFRc/Ib0V2LokSYrfQMdPvI1tAS2XBJ1IGEcE4ict 8AWNg4C2C1iDAK1tWmRZ
S 3NgGyV1wleRavRrU4PzJBCHZkLatQadgi TyVEEOxhr 9 Tuh+PoleQs+QiK5LLcPL
Z99mPx1l/iM2jxa/nMB1YcvDEME M BwLEJCqpNETLusM4+pgMmEYZ 2+t 7i¥Yxwbwh
2ew3ftiLJ12PEMFqTpSC4gKid9gWULzQTGEJg+pCravi4 34 AZt+rAKUVETFdeNG
LpSNTTviMeWiFWXOgeQ¥XbEgeUh/bJlgVnt3owSEZnhyS5h5CFxUS4hTGNE14PAUVE
XeJwsrOOYwMxXn2 5FwO9YDBguXSXRHSKQQZEyE8JdfLaH/ fReRlenj I80AYEHeLm
4NapyhT/53XWFgETyNLDFmOpE2x/GPdw,/BAETHNfwXoaGwgsx0TtooyENrr95XQE
nQ9whTp8pP3/MWUL5TS591XFJtewcaznlcz T IMCwagkZF241y2h/TgOmPyCWnh3dE
1MdxjXWrxhBlag+TmgLsZHEQIKtnDee 3R 3]/ UkeCssbSTWwxGHLEhtyStnel7Ho
bUPCEabMPF/KE352U1cLezI0yBrazabMZcauo] 9y6Mn3vdSnlgBuhOEnREXKZQLS
nOexFUjoxeftMnSKucel duTmeveWRUFCh2LLTCPkDFZWoc INnREWY gZ PFoMdR v /MB
fFbghFANyWagl2chAd4sLk2QF6VkpFnenC+bHzsBecMEpNOEW ZXWEEHWj CiM808mrCE i
Private-MAC: cdfda76204efeab6d7751a9118e51424ee5353037

NESE 8RB L E® D

m

 « ,

Methods other than PUTTY or WinSCP for file transfer will likely require a private key in OpenSSH
format. Different users will have different needs.

If required, export the private key in RSA format by selecting Conversions > Export OpenSSH
key.

Owner: 1SO Information Security Program Management Office

ISO Public
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Template 1
&> California ISO | Teomaigy | Versor
‘ y O I OI’nICI Document
ime 1.3
Version:
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018
E PuTTY Key Generator @
File Key | Conversions | Help
Key Irnport key
Public ke P ——— s file:
ssh+sa portHpen = -
AAAAB3 Export ssh.com key (GszABdoHt 1A05THuoFopeudyl+ac El
DSHzual - — FHIcmIGrT550as =
+BHbdb ETulkeZ Decfim.J 2 7abck DO Fj3gq 7Tag L Ty60 75VXS B0e HigD2vuKLID LI OdBVW
c/LyIMJ7)Salnhdta L 20 34bl Xz TQF 74/ Yg W4 Srky -
Key fingerprint: sshsa 2048 c3:87.71:80:99:61.d1:80:26:4a:5c:58:3e b0: 14:c5
Key comment: rsatcey-20160901
Key passphrase: YL
Confirm passphrase: esssssssssssssssssssnss
Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key ] [ Save prvate key |
Parameters
Type of key to generate:
() 55H-1 (RSA) @ 55H-2 RSA (7) 55H-2 DSA
Mumber of bits in & generated key: 2048
13. Save the private keywi t h a “ . k e As"befaex theeerpscied nesult is plain but not

human-readable text.

Owner: 1SO Information Security

ISO Public
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‘ Template 1
85 |-F . Version:
o Calitornia ISO Technology S
. 1.3
Version:
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018
@ TextPad - C:\Temp\openssh-private-key.key |E”E”El

6.2.3

3

NEH gsRBE L EBlo s

! File Edit Search View Tools Macros Configure Window Help

openssh-private-key.key > B N ST 4=}

= |@ oAl ; Find incrementally ;

Proc-Type: 4,ENCRYPFTED
DEFK-Info: DES-EDE3-CBC,C48ASF45597ADROF

oraZg25XJsvmlR5rE /u8l060kvgbs TXhMHPELOQbga SxLEzWLSbgOK4G08apTnEK
kY¥Yirf+92zcHz5ToopzVoRJ+RAeRROXWQIvIzNZuUEMQUghYP4ubMhANpyEcxy4MFn
gf06geSP6znzh34,/vDRu9ebekHvZPCOF1ldytjpg2oX+vUD/9cT21/ipR/BE1IT3ul
tceHIBlngbbenHrnP2x4w/ /KO P3migYIivDPEeDo22Gy4GtBaSEf+tPIGHNEfzgTosog
8tlXBirg] SNYjgTLYINSUuirOMZ6vXREaXLo2EFgind THCnX thvOUrwDOUTYmp3
QenmkzskmT7Pg2ge+loilCO00vETWeIUe3cd4QCWITQTEtg93AHOG0 lcdYEfzeM,/ oeT
Bvx/hCIKTYTMrfDb9gfgn+kEidEKZw3VUXWWFY jByvPDA/ aETbwHPuCAhZpM1TEZ
RAROQZSfwtckxOoXuzExfollQdUcJB+X0dgHY,/ Cy1Nynk001XzV] 8 rMnK2mGmeCa
d9dblémCISVEibcHQI2gJ4kWgX1JhZG0G2pfx2dZ5ILR+0EsJB6+WWIFdSk+tHEEd
imZBz4AmIBGUCcMRpbCItopoo3VD4MvEk3ITPUyODTEyIiT9dETI2114pt2QPEERPH
pFMWOEwWWssGyLam?481eRjBYyy6ks/EaftGbGEDL/dQSSHrZJG/ qGvGEe+1heJ0w2
95CeXual4WTVICEldowvwEBISkHIxw4KACiQI/ L1kVbRaz1bvCYETEZTkORQYKUDC
EXhugeN3uz0gChoQnGEikFESgzQsZCI0QnLlkWwmoOasGnobesbuFZPEEQEHCER, I
TehYIL3cowyPWeTEFSTRRiu90cdsiyDCxVnpXN 6uge+Men(GsFAHmNgCcil+CncS
TTIcTvFEJ23K=sqagUY¥=sU0dk+s1RJikpcrC=somndgS34Ppayh? toz4L4XsZgl PFYJPwv
FVuQjGvME=sckEHN1PE//3wnmBoZlEtjgSQec9gEDLKaCCZrOYZxX1IN2cSEwrzSheXTry
vnXIWNT4xz3sh+LUESzhWLXDgSZLe8iviGnkgMNvISThPFRYy2iGN2550nZx2Nacll
Ewy/WEPeGnzdWo6ZvCsuECxTbghsJyiv++9t4VITZSwimkVAZ T3 7TpdtXmnRIeUES
2fnE1Ld=22R0TUeoGRx1SpYwvOYFARCE20UL1S/vi95AY38ntwl TWELTtWh2 LOgx0U
eXyvY2woIGviNWDhwbNEQvrXasw+BLeTKDzCEsVbos0kCOTVEYt XL/ tbFEgf sbWWL
hypyves6PNLVO+MOPivLzUBgGGeNgt 0eNkSEHEQCVOAHI PZFfXGOMT 1 tGbCaw+p oy
2L70pZiZTRQ=eVksBEKIIQbCHMsda+4951iriSotmZNSEZ2T7TIC0JREQUWINSEF4pXcCIE
W+ljcgsryzijclRCOIIsh]i rHAQPISw/SbFui/UlrliTmuShvE3Flexn¥XAdHYuddxE
CEEmMoANEImC] 8v4 ] vaWobmS TgrI1hMW 6T ZgWgANfMZ vSRELZUdGgghsSkZuG0kD
S5F6pw4/g0Ci2iug4+Weh+EfPTMN=tZFol24gdKGrU2B] 416 TH3HnNow=—

Complete the Setup Procedure

After sending the SFTP_AARF and an SSH public key to the ISO using the instructions in the
SFTP AAREF, the ISO will create a Service Desk ticket for the new account.

6.2.4 What to Do about a Lost or Stolen Private Key

A private key is to be protected for authorized use. It is deemed to be compromised when lost or
suspected to be stolen, creating the possibility of unauthorized use. In this case, create a new
pair of SSH keys, send the new public key to the ISO Service Desk, and request that SFTP
configuration be updated to use the new key.

Owner: 1SO Information Security

ISO Public
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http://www.caiso.com/Documents/SFTPApplicationAccessRequestForm.xlsx
http://www.caiso.com/Documents/SFTPApplicationAccessRequestForm.xlsx
mailto:ServiceDesk@caiso.com

Template

&> California ISO Technology o

Docqme'nt 13
Version:
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018

625 (1 x O #i111AAO O OEA )3/860 3&40 3A00OA

This section provides instructions forWinSGPhnectin
software."

These instructions assume that users have completed the following tasks:

A Installed WinSCP, including PuTTY tools."
A Created SSH key pair.

A Completed the SFTP AARF and sent it to the ISO with the public key using the instructions
in the SFTP AARF.

1. Configure WIinSCP to use keys for authentication instead of a password.

a. Launch WiIinSCP.
b. From the WIinSCP Login form, click Tools.
c. Select Run Pageant.

B Login ol e =
|;{I" New Site Session
File protocol:
Host name: Port number:
22 =
User name: Password:
Save |v Advanced... |v
odls v RIS ogin Close ] [ Help
= Import Sites...
Import/Restore Configuration...
Export/Backup Configuration...
Clean Up...
Run Pageant
Run PuTTYgen
Check for Updates
Preferences...
About..

Owner: 1SO Information Security Program Management Office

ISO Public
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‘ Template 1
& |-F . Version:
o Calitornia ISO Technology Mkl
. 1.3
Version:
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018

d. Open Pageant from the Windows taskbar. The Pageant icon is a computer wearing a hat.

O B » ®

Customize...

e. Right-click the Pageant icon and select Add Key to open the Pageant Key list form.

Mew Session

Saved Sessions 3

View Keys
Add Key

Help
About

Exit

f. The Pageant Key List form will open. Select Add Key to open a Select Private Key File
dialog.
g. Navigate to the private key and select Open.

Owner: 1SO Information Security Program Management Office

ISO Public
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‘ Template 1
& | F . Version:
o Calitornia ISO Technology
Document 13
Version: '
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018
@ Select Private Key File @
Pageant Key List - | +y | | Search temp ol
=~ 0 @
| 3
MyPrivateKey.pp
k
ey ]
Help - ’Pu'l'l"\'r Private Key Files (*.ppk) V]
[ Cpen |v] [ Cancel ]

h. If the private key is encrypted with a passphrase, enter the passphrase and click OK;
otherwise just click OK to add the private key to the Pageant key list.

Pageant Key List 7 E=

Pageant: Enter Passphrase

Enter passphrase for key
imparted-opensshkey

[ ok | | cancel |

Add Key Remove Key

Owner: 1SO Information Security Program Management Office

ISO Public
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‘ Template 1
&5 |-F . Version:
‘ 7 CO I Orn|0 |SO TeChnOIOgy Document
. 1.3
Version:
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018

i. The result will be a private key in Pageant showing the type of key, its bit strength, a
hexadecimal string called a fingerprint, and a key comment. WinSCP will use this key to

aut henticate when the username usernamehe Login f

Pageant Key List @

sshsa 2048 he: 53 4e b b 94427 40:20:75:d5:0a:45:80:5a 26 imported-openssh-

it

2. Configure the WinSCP Login form to use the

a. On the WInSCP Login form, enter the following:

A File protocol: SFTP
A Host name: sfts.caiso.com
A Port number: 22
A User name: <ISO-provided username>
A Password: <leave blank; the private key handles this>

2 ' & Note: sfts.caiso.comi s t he name of the | SC

,Q\ server (synonymous with host).

= name is sfts-ms.caiso.com.
Owner: 1SO Information Security Program Management Office

ISO Public
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‘ Template 1
&S5 |-F . Version:
o Calitornia ISO Technology Shalcabll
, . 1.3
Version:
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018

b. To save configured settings for future use, click Save Save | and select Save
from the drop down menu.
c. ClickLogint o connect to the |1 SO"s SFTP servi
B Login e &S]
[ Mew Site Session
Eile protocal:
SFTP hd
Host name: Port number:
sfts. caiso.com 22 =
User name: Password:
<your-sftp-username = |
Save |"' Advanced... |"'
(Eown 1 [ oo ][ rer

Owner: 1SO Information Security

ISO Public
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‘ Template 1
ok |-F . Version:
o Calitornia ISO Technology Shalcabll
. 1.3
Version:
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018

d. The PuTTY login status, as depicted below, will display use of the public key and
associated username for authentication.

A Searching for host...

g Connecting to host...
Authenticating...
Using username <your-sftp-username >

Authenticating with public key “imported-openssh-key”
from agent.

Authenticated.
Starting the session...

Reading remote directory...

e. The result of a successful login will be a list of authorized ISO SFTP folders (on the
right) and local user folders (on the left). In this example, the user has access to
Voltage Stability Analysis (VSA) and Gas Burn Reports (EGB). A user who has access
to only one application would directly see all the files in that application folder. The
user would not need to navigate into the folder to see the files.

f. Transferring and receiving files is as simple as drag-and-drop:

A User drags from the user folder (on the left) to the ISO folder (on the right) to

upload.
A User drags from the 1SO folder (on the right) to the user folder (on the left) to
download.
Owner: 1SO Information Security Program Management Office

ISO Public
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Template 1
& California ISO | reomowgy  [Yersion
& \ailrornid Document
L 1.3
Version:
ISO SFTP Provisioning and Setup Procedure Date Created: 7/9/2018
s =
Local Mark Files Commands Session Options Remote Help
[ B E3 synchronize | Bl ¢ | @ (& | B Queue - Transfer Settings Default -
= |G New Session |
Lo CEE - o2 |% / <root> -EE @ 2 [ FindFiles | s
> > & (&

C\temp\SFTP

Name ° Name Size Changed Rights Oumer
i 3.

vsa 3/2/2017 8:57:08 AM

€GB 9/26/201610:38:50 AM

&> California ISO

0Bof0Bin0of0 0Bof0Bin0of2
Comman d >

@ sFe3 0:01:21

' A hash is a cryptographically generated fixexgth digest or summary of file bytes. To verify the integrity of a file,
compare a hash of the file after download to a hash published by the software developer; the two hashes must
match exactly for you todsure that the file did not change in transit, meaning that downloaded successfully and
without corruption or modification. There are many ways to take a hash of a file-ziBudbls include certutil.exe
(Windows) and, on other platforms, md5sum, shatswand cksum. Full instructions are beyond the scope of this
document but easily found through Internet searches.

i The ISO does not endorse any particular tool or methithSCP icensedasfree softwareunder the terms of
the GNU General Public License (GPL)

i¢gKSNBE Aa y2 NBIAANBYSyild (2 dzasS 2 lewife Wersiright AliadNiBvel 2 02 v
SHP software that will work. The ISO does not endorse any particular software for this purpose.

v Pageant will hold this key until the computer is restartedPageant is closed

Owner: 1SO Information Security Program Management Office

ISO Public
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